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Energeticka infrastruktura se stava stale castéjsSim cilem fyzickych
Utokd a kybernetickych a Spionaznich operaci.

Kyberneticky utok
brigad Al-Kasam
(Hamas) proti systémim
zajistujicim dodavky
elektfiny pro kibuc
Mefalsim.
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The attacks left thousands of customers without power.
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Puti ready to cripple

By Christopher Bing
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Kontext: Promeéna evropské elektroenergetiky

* Od ruskych fosilnich paliv k ¢inskym
technologiim (solarni energie, vétrna
energie, baterie): energeticka zavislost
nezmizela, pouze zmeénila podobu.

* Masivni rust obnovitelnych zdroju:
solarni energetika, bateriova ulozisté a
vétrné elektrarny jsou ve zna¢né mire
zavislé na ¢inskych dodavatelskych
fetézcich.

» Digitalizace obnovitelnych zdroju:
chytré systémy, vzdalena sprava a
cloudové fizeni se stavaji béznou
soucasti energetiky.

* Nova zranitelnost: moznost
vzdaleného fizeni vytvari nové cesty pro
kybernetické a kyber-fyzické utoky

.. yrobce
uzivatel vy

mobilni aplikace

server (cloud)

vzdalené fizeni a
pfistup

sit
stiidac
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Kontext: Dopady krize do kyberprostoru

Cina a Rusko stoji za témé&f véemi
verejné znamymi uspésnymi operacemi
zamérenymi na elektrizacni soustavy.
Ruské aktivity byly historicky typicky
destruktivni, zatimco ¢inské se
soustredily pfedevSim na Spionaz,
priizkum a budovani pristupu.

V poslednich letech: kampané Cinskych
hackerskych skupin Volt Typhoon, Salt
Typhoon a Flax Typhoon naznacuji
snahu ziskat dlouhodoby pfistup ke
kritické infrastrukture pro pfipadné
budouci vyuziti (natlakove,
destrukcni).

V soudasnosti nelze vylouéit, 7e Cina v
budoucnu neprejde od Spionaznich
operaci k destruktivnim.
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Hrozba Ruska a Ciny v evropské elektroenergetice

Evropska bezpecnostni komunita v POLITICO

ENERGY WIRE

Zasade rjlkdy nev.ed la Spor O tom’ Jestll sis  War in Ukraine Newsletters Podcasts Poll of Polls  Policy news Events Russian government hackers
RUSkO predstaVUJe pro NEWS > CYBERSECURITY AND DATA PROTECTION blamed for major recent
elektroenergetickou infrastrukturu Winter is coming. So are G LT S A A CGETCE Cn e
hrozbu. Russia’s elite hackers. |
. s = : : % = The Sandworm hacking group was previously tied to an attack
Notorious “Sandworm™ hacking group is targeting European energy grids, 16 uanrs auriinr on (b Ukreinian Doser brid et Iotr
v Goog|cwams. thousands in the dark for hours.
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* disponuje motivaci,
e disponuje schopnostmi,
e opakovaneé je vyuzilo v praxi.

Free article usually reserved for subscribers

U Ciny se spor dlouho vedL.

Céast komunity kategoricky odmitala,
ze by Cina dnes nebo v budoucnu
mohla predstavovala pfimou _ . . o

o , The Russian flag flies over the Russian Embassy on Jan. 11 in Berlin,
bezpecnostni hrozbu pro evropskou ke A
el_e ktroenergetiCkou |nfrastru ktu ru. ULy iti i ia-hackers- -winter- https://subscriber.politicopro.com/article/eenews/2026/01/26/russia

n-government-hackers-blamed-for-major-recent-cyberattack-on-

polish-energy-grid-ee-00744829
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Prudka zména vnimani hrozby Ciny po roce 2025. Proé?
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NEWS ENERGY AND CLIMATE 2 Capitals fear power grab as
: : . Huawei’s solar tech sparks
China poses major risk to P Brussels drafts law to root out

Europe’s energy grids, top fears of Europe’s next Chinese tech
NATO offiCiaI warns dependency crISIs New EU proposal seeks to cut untrusted tech vendors from critical supply

NATO increasingly sees energy vulnerabilities as a military risk. Cyber officials fear the Chinese tech giant’s grip on energy networks. chains.
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Prehodnoceni ¢inské hrozby

* Hrozbu neurcuje jeden faktor, ale
kombinace motivace, schopnosti,
pfistupu, rozsahu a dopadu.

e Zatimco u ruskych aktérd byla tato
kombinace dlouhodobé zfejma, u
c¢inskych byly historicky
zpochybnovany predevsim
motivace, pristup a rozsah.

* V poslednich letech vSak vSechny
tfi faktory vyznamné vzrostly, coz
vede k zasadnimu pfehodnoceni
celkového rizika.

* V nékterych parametrech je dnes
Cina srovnatelna s Ruskem, v
jinych jej mlZe i pfekonavat.

©

Ma aktér strategicky
diivod pusobit proti
nasim z4jmdm?

1 MOTIVACE 2 SCHOPNOSTI
(INTENT) (CAPABILITY)

o

Ma aktér technické
schopnosti provést
Skodlivou operaci?

3 PRISTUP 4 ROZSAH
(ACCESS) (SCALE)

N
B

Ma aktér pristup
k cilovym systémim?

Kolik systémU nebo
uzivatell mize byt
zasazeno?

5 DOPAD
(IMPACT)

Jak zavaziné by byly
nasledky Uspésné
operace?
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POTENCIAL USPESNE OPERACE

Kombinace motivace, schopnosti, pfistupu a rozsahu
tvori celkovy potencidl aktéra provést skodlivou operaci.

2

CELKOVE RIZIKO AKTERA

' Vysledné riziko = potencidl Uspésné operace x dopad

- Uroven rizika, kterou aktér predstavuije.

N



PFistup, rozsah a dopad moznych aktivit CLR

Cinsky zakon o narodni zpravodajské ¢innosti obsahuje
kontroverzni ¢lanek 7, ktery uklada obcantim i
organizacim povinnost podporovat a napomahat
cinnosti statnich zpravodajskych sluzeb.

Vyrobce by mohl byt donucen poskytnout plny vzdaleny

pristup ke spravovanym zarizenim, véetné moznosti
vzdaleného vypnuti a jinych citlivych mechanismd.

Za soucasnych Cisel instalovaného vykonu solarnich
elektraren je scénar vyvolani blackoutu skrze stfidace
solarnich elektraren a bateriovych ulozist zcela realny
Byly provedeny dvé rozsahlé simulacni studie.

Zaveéry studie DNV: Masivni manipulace se stfidaci a
nahlé zmeény napétovych profil( (induktivni/kapacitni
jalovy vykon) mohou mit kritické dopady na stabilitu
elektrizaCcni soustavy v synchronni oblasti kontinentalni
Evropy.

Zavéry studie CSRES: Sougasny stav predstavuje riziko
pro bezpecny provoz ¢eské elektrizacni soustavy a je

nezbytné zacit pfijimat opatfeni ke zmirnéni tohoto rizika.
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SECURITY SEP 12, 2823 6:88 AM
China-Linked Hackers Breached a Power Grid—
Again

Signs suggest the culprits worked within a notorious
Chinese hacker group that may have also hacked Indian
electric utilities years earlier.

SUBSCRIBE

https://www.wired.com/story/china-redfly-power-grid-cyberattack-

asia/

<— RESEARCH REPORTS

Continued Targeting of Indian Power
Grid Assets by Chinese State-
Sponsored Activity Group

https://www.recordedfuture.com/research/continued-targeting-of-indian-
power-grid-assets

China seeks long-term vulnerabilities
in US energy systems: House panelists

“Today’s electricity grid is too often a hodgepodge of digital tools sitting atop an analog
foundation, creating seams where adversaries can slip in,” Carnegie Mellon’s Harry

Krejsa said.

Published Dec.

- Ethan Howland
Senior Reporter

3,2025
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M.
Michael Ball, CEO of the Electricity Information Sharing and Analysis Center and senior vice president at the North American
Electric Reliability Corp.. speaks at a hearing held by the House Energy and Commerce Committee’s energy subcommittee in
Washington D.C. on Dec. 2, 2025. Retr Energy and C: ree C

https://www.utilitydive.com/news/china-energy-utility-cyber-threat-
typhoon/806893/
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Schopnosti: Cina modeluje tGtoky na zapadni sité jiz pres 20 let

phase space methods

* Study of Chinese academic publications revealed -

extensive research into techniques for causing
cascading failures in Western power grids

* The easiest entry point to carry out these types
of attacks is Chinese internet connected clean-
tech (solar inverters, battery energy storage ...) ...cceey o

"Hence, in this paper the several functions to determine the
importance of nodes in a complex network were adopted to
search for the destructive nodes in a power grid. The node
data from Western United States power grid was taken as an
example." Source: Selection of the Disruptive Nodes to
Destroy Power Grid

We investigate the structural vulnerability of complex networks
under different edge-based attacks. The simulations
demonstrate that, the edges with higher product of
betweenness centrality of the two endpoints of one edge
connected are more important for SF network, ER random
network, autonomous system network (AS), Italy power

grid and US airport networks, but the edges with higher edge
betweenness centrality are more important for WS

networks. Source: Structural vulnerability of complex
networks under multiple edge-based attacks
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For full version of the study: erika.langerova@cvut.cz



Schopnosti: Cina modeluje tGtoky na zapadni sité jiz pres 20 let

The research is linked to defense universities directly supporting Chinese army and intelligence

Conferences > 2018 IEEE Third International... @

- . In 2017, NUDT was reformed and placed in charge of the
Structural Vulnerability of Complex Networks Under Multiple Edge-Based Attacks

pubticher: 1ece | cetns | TS Institute of International Relations in Nanjing, the National
ublisher: ite This
Defense Information Institute in Wuhan, the Xi'an

Shudong Li; Xiaobo Wu ; Aiping Li; Bin Zhou; Zhihong Tian; Dawei Zhao All Authors . . . . . . .
Communications College, the Electrical Engineering Institute in

2ites in Si’u? 0 < © Hefei, and the College of Meteorology and Oceanography in
e Naniing, ' The Insti f International Relations in Nanjing is
Authors | a key training centre for intelligence officers. |

Shudong Li

Yantai Vocational College, School of software engineering, Shandong Yantai, China

Defected Chinese spy Wang Ligiang claimed in 2019 that

Xiaobo W NUDT' ‘Intelligence Center sent him fake passports for his

Cyberspace Institute of Advanced Technology, Guangzhou University, Guangzhou, China

the university plays an important role in supporting China's
Aiping Li —> . i o
School of Computer Science §National University of Defense Technology, Hunan Changsha, China overseas inte Igence aCtIVIty'

Bin Zhou

onomic espio @ isco j i
School of Computer Science §National University of Defense Technology, Hunan Changsha, China Economic espionage and misconduct Major defence laboratories

NUDT has used Changsha Institute of Technology, a historical . National Key Laboratory for Parallel and Distributed

Zhihong Tian ' ] name for the university, as cover to hide its military affiliation. Processing (TSN A IEERESLNE/H1TESD
Cyberspace Institute of AdvancedliN | G) DN I ISR AR oI R (V] gle[<Te 1151 NUDT students applying to study overseas are instructed HAEERFHEE S35 =) @

milita ry un ive rsity in China! to downplay their military links by removing millary courses . . . _

from their academic records. [16]

Dawei Zhao « State Key Lab of New Ceramic Fibers and Ceramic

Shandong Provincial Key Laboratory of Computer Network, Shandong Computer Science Center, Jinan, Matrix Comnansites (SiRIIAZFHT HE SMBERS

For full version of the study: erika.langerova@cvut.cz
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Home — Simultaneous Threat: How NATO Prepares for a Two-Front Scenario

Explainers
Simultaneous Threat: How NATO Prepares for a Two-Front Scenario

26122025 Share: ¥ @ 0 ® =

Contents:

1. The Scenario of Simultaneous Escalation
2. NATO's Multi-Layered Deterrence

3. Conclusion

The world is gradually entering a phase of security instability, increasingly compared to the
periods of global conflict in the 20th century. NATO Secretary General Mark Rutte has
warned that the international system may face its most dangerous scenario since World War
II. At issue is the possibility of simultaneous aggression by Russia and China—in Europe and
around Taiwan. According to him, these processes are not isolated and could mutually
reinforce one another. China is closely monitoring Russia’s war against Ukraine and the
West's reaction. In the event of an escalation in the Indo-Pacific region, Moscow could seize
the moment for a new offensive in Europe. It is this logic of events that is compelling NATO to
prepare for a two-front scenario.

https://theukrainianreview.info/simultaneous-threat-how-nato-prepares-

for-a-two-

China and Russia agree joint
statement on Further
Strengthening Comprehensive
Strategic Cooperation and
Deepening Good-Neighbourliness
and Friendly Cooperation

https://socialistchina.org/2026/05/25/china-and-russia-agree-joint-statement-

on-further-strengthening-comprehensive-strategic-cooperation-and-deepening-
good-neighbourliness-and-friendly-cooperation/

EU AND NATO
DECISION-MAKING DURING
A POTENTIAL JOINT RUSSIAN
AND CHINESE STRATEGIC
ESCALATION

LESSONS FOR EU AND NATO FROM SIMULATING TWO-THEATRE ESCALATION

AUTHORS: Jakub Janda, Marcin Jerzewski, Olimpia Kot, David Toman, Ondfej Malek

FRIEDRICH NAUMANN
FOUNDATION For Freedee

https://europeanvalues.cz/wp-
content/uploads/2025/06/REPORT_EN_EU_and_NATO_decision-
making_during_joint_Russian_and_Chinese_strategic_escalation-
April_2025.pdf
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« Hodnocenirizik spojenych s Cinou
CINSKE STRIDACE V MALYCH FOTOVOLTAICKYCH ELEKTRARNACH
PREDSTAVUJi POTENCIALNi BEZPECNOSTNi HROZBU, OD VZDALENE

prochaziv poslednich letech zasadni
~ B South ChinaMorning Pos MANIPULACE A OHROZENI ELEKTROENERGETICKE SITE PO ZNEUZIT
zmenou. : i Gt
* Rostouci motivace, pfistup, rozsah a

., , China-EU relations  Economy / China Economy = Stfidate jsou chytrym prvkem fotovoltaickych elektraren (FVE), ktery prevadi stejnosmémy proud
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Stale vice statl pfijima omezeni nebo
bezpecénostni pozadavky vc¢i ¢inskym
technologiim v kritické infrastrukture.

Pfehodnocenirizika se jiz stava

Ceskd energetika béhem poslednich let vdoméci
produkci elektfiny pozoruje nardst segmentu
fotovoltaickych elektraren (FVE), s &imi se poji i nova
rizika. V letech 2022 a 2023 skokové narostla vyroba
elektfiny prostiednictvim pfedeviim tzv. ,malych” FVE
(viz Box 1). Srostoucim podilem vyroby solarni

Box 1: Vzestup tzv. malych FVE v R

Malé FVE jsou elektrarny o vykonu do 10kW, mezi né%
patfi pfedeviim stfedni soldrni elektrarny na
rodinnych domech, ale i na malych firmdch &
vefejnych budovéch. Jejich meziroéni nérist Einil

elektfiny pomoci téchto malych, prevainé domacich
FVE v3ak roste i vyznam hrozeb s nimi spjatymi.
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NITELNY MPONENT MALYC :
Zasadnim, a téméf vidy jedinym ,inteligentnim”
komponentem FVE, je stfidat (anglicky power
inverter). Ten pfevadi stejnosmérny  proud
z fotovoltaické elektrarny na stfidavy proud a nasledné
sméfuje elektfinu do domdcnosti &i sité. Malé FVE jsou
v CR vybavovény tzv. asymetrickym stfidaem, ktery

doksZe alokovat vyrobenou energii podle reslné
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v uplynulych letech 158 % (2022) a 172 % (2023).*

soucasti evropskeé i narodni legislativy
a bezpecnostni politiky.
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